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0 nopsIKe OPraHU3aIMH H NPOBEICHHIO pabor no 3amuTe HHpOpMALUH OrpaHHYeHHOI0
JAOCTyHa B IIKOJIE

1. O6mme moJIOMKEHUA

1.1.Hacrosmee ITonoxenue paspadoTano Ha OCHOBAHMH CIIC/LYIOIUX TPeOOBAHMIM:

e depnepanpHOro 3aKOHA Poccuiickoit denepanuu 0T 27.07.2006 Nel52 «O mepcoHaNBHBIX
IAHHBIX»}

e (denepanbHOIO 3aKOHA Poccuiickoit ®exeparuu ot 27.07 2006 149-®3 «O6 uHGOPMALKH,
uH(OPMAIOHHBIX TEXHOJIOTHAX 1 O samuTe HHPOPMAIUNY,

e [locranosnenusi IlpaBUTENHCTBA Poccuiickoit ®Denepauuu OT 17.11.2007 Ne781 «O6
YTBEP)KJICHAH IOJIOXKCHHUA 06 obecreueHnH 6e30MacHOCTH NEePCOHANBHBIX JAHHBIX [PH UX
o6paboTke B WH(POPMALMOHHBIX CHCTEMAX IepCOHAIBHBIX JaHHBIX)?,

e Tlocraumominenus IlIpaBUTEIBCTBA MoCKOBCKOH 00J1acTH OT 27.11.2002 Ne573/46 «O6
YTBEPXKACHHU IOJIOKESHHIST O nopsjike oOpaieHus ¢ pHpopManuel OrpaHUICHHOTO
JOCTyNa B HMCIOJHHUTENbHBIX OpraHax rOCYJapCTBEHHOM BJIACTH MOCKOBCKOM 00JIacTH,
rocyIapcTBEHHBIX OpraHax v rOCYy1apCTBCHHBIX yUpeKICHAN MOCKOBCKO# 001aCTHY,

o «CremuaipHbX  TpeOOBaHMH M peKoMeHjlaui 10 TeXHUUYECKOH  3alIUTC
KOH (U ICHIMATBHON pH(bOpMALUKY», YTBEPHK/ICHHBIX npukazoM ['0CTeXKOMHUCCHH Poccun
ot 30 asrycra 2002 r. Ne282;

e  «TONONKEHHSA O METOJIAX U croco0ax 3alluThl prdopMaii B MHGOPMAMOHHBIX cucTEMax
TIePCOHAJIBHBIX JTAHHDBIX), YTBEPXKIACHHOIO NPUKA30M ®CTIK Poccun or 05.02.2010 T.
Ne58.

o «llonokenuss o6 oOpaboTKe W 3alIUTC IIEpPCOHAIBHBIX  JAHHBIX pabOTHHKOB M
00 y4aronumXcst MKOJIBD

1.2. Tlox uHboOpMalmend OrpaHuiIeHHOTO JoCTyIa TOHUMAIOTCS CBE/ICHHA, JOCTYIl K KOTOPBIM
OrpaHAYCH HOPMATHUBHO- [PABOBBIMH AKTAMH, s yacTHOCcTH YKasoM IIpesuzeHra PoccuiicKoi
®enepauuu ot 6.03.1997 Ne 188 «O0 yTBEpIKACHHH TEPEUHs creienuil KOHGUIEHIIMAIbHOIO
xapakTepay, ¥ OTPAKCHHBIC B «CBOZHOM TIepeuHe CBEJICHHH KOH(HUACHIMAIBHOTO
XapakTepay, YTBepKIEHHOM nocranonyieHieM 1IpaBUTEIbCTBA Mockosckoii o6mactu ot 27.11.
2002 Ne 573/46.

1.3. IepconannbubIe TAHHbIE (nanee - I1][H) OTHOCATCA K uH(OpMAIIMH OrPAHHYEHHOro I0CTyIIa
(manee - HHQOPMALKS), TAK KAK nonazaror nox jetictere MeeparbHOro 3aKoHa Poccuiickoit
®enepauun ot 27.07.2006 Ne 152 "O mepcOHATBHBIX JTaHHBIX .

1.4, Lens maunoro llonoxeHus — OlIpe/iesicHHe TOpsi/ika OpraHu3altih, 1 mpoBeJieHns paboT B
MBOY «Cpennsisi 00meo0pasoBare/ibHas LIKoa Neld» (manee-Illkona) Ui MOCTPOCHHS
3 PEKTUBHOM CHCTEMBI 3alIUTDHI uHpopmanuu (nanee - C31) OT HeCaHKIHOHMPOBAHHOTO
nocryna, u e€ [oCJIe/IyIOIIeH SKCIUTyaTanuu. B 4acTHOCTH, C LEIbi0 obecriedeHue 3allHuThI



npaB M cBo0OJ CyOBEKTOB MEPCOHANBHBIX JAHHBIX [PH obpabotke wux II/la B

uHpOopManUOHHBIX cucTeMax I1IKoIbI.
1.5. Ungopmarmonnas cucrema (nanee - MC) — COBOKYIHOCTh COACPIKAIIMXCA B 0a3ax JaHHBIX
unpopmamuu 1 obecneunBaomMx ¢& o6paboTKy MHPOPMAIHMOHHBIX TEXHOJIOTHH M TEXHHUYECKUX
CPEJICTB. '
1.6. VindopmaronHas cuctemMa IepcoHanbHbX JaHHbiX (patee - MCIIn) - uH(pOpMalHOHHAS
cHCTeMa, TPEACTABISIOMAs COOOH COBOKYIHOCTH COMEPIKAIMXCs B 0ase  JaHHBIX [du, wun
06eceunBaIOIUX HX 00pabOTKY HH(POPMAIMOHHBIX TEXHOJIOTHI U TEXHUYECKUX CPCIICTB.
1.7. TlonoxeHWe mpeJHA3HAYEHO IS MPAKTHYECKOTO MCIIONB30BAHHUS JIOJDKHOCTHBIM JIHIIAM
OTBETCTBEHHBIM 3a 3aLUTy HHPOPMAIHH.
1.8. TpeGoBanusi Hacrosero IloJoKeHHs SABIAIOTCA 00s3aTeIbHBIMI [UISI HMCIOJHEHHUS BO BCEX
CTPYKTYPHBIX IIOAPA3JCIICHUSAX, BCEMH JODKHOCTHBIMU JIMIIAMH [Txonsl.
1.9. 3a obmee cocTosHHe 3ammThl HHpopMamuu B Illkome oTBeyaeT IMPEKTOp. llepcoHayibHas
OTBETCTBEHHOCTh 33 OPTAHM3AIMI0 M BBHINOIHEHWE MEPONPUATHH IO 3amuTe HHPOpPMAIMH B
CTPYKTYPHBIX  MOJpA3/JENEHUsIX BO3JaracIcs Ha PYKOBOAMTE/IEH OITHX IOAPA3Ie/IeHHI:
3aMeCTHTEIeH IHPEKTOPA, IIABHOI0 OyXrajarepa, pyKoBoHTe/IeH MeTOAHIECKHX 00beIMHEeHHUI
OTBETCTBEHHOCTh 3a o0OecredeHue 3aiuThl WHGOPMAlMH BO3JIAraeTCs HENOCPEICTBCHHO Ha
HoJb30BaTesisi MH(POPMAUMM B COOTBETCTBHH € HHCTPYKLHCH «Ilo paGore mnone3oBaTENEH
MH(POPMALHOHHOM CUCTEMBD), YTBEPKACHHON JUPEKTOPOM [xobl.
IIposemenus paGor mo 3ammte Hpopmaimu B VC ¢ TOMOIIBIO BCTPOCHHBIX CPEACTB 0e3011acCHOCTH
cepTHUIMPOBAHHBIX JIMIIEH3HOHHBIX ONEPALMOHHBIX CHCTEM W AHTHBMPYCHOTO MPOrpaMMHOIO
obecreueHus BO3JIaraeTcsl Ha 0TBETCTBEHHOI0 32 3AIHTY NEPCOHAIbHBIX IaHHBIX.

Ha orBercrBennoro 3a 3amury unpopmanun B Ilxoe (nanee —0TBETCTBEHHDII) BO3JIAraeTcs.

e npopemenue paGor no 3ammre HHpopmanun B MC ¢ NOMOMBIO BCTPOCHHBIX CPCACTB
6e30MacHOCTH CEPTU(GUIMPOBAHHBIX JIMIECH3HOHHBIX ONICPAL[HOHHBIX CHCTEM U AHTHBHPYCHOT'O
IIPOrpaMMHOI0 00ECIICYCHUS;

e KOHTPOJIb BBIIOJHCHHUS TPeOOBaHUH HACTOSIIETO [Honoxenus.

1.10. Jluma, BHHOBHBIE B HApyIIeHHE YCTAHOBJIEHHOI'O 3aKOHOM MOpsIKa cOopa, XpaHeHHs,
WMCIIONG30BAHMS WM PACIIPOCTPAaHEHMs MHPOPMALlMK O IpaxaHax (ICPCOHAIbHBIX JJaHHBIX) HECYT
JUCIUILUTMHAPHYIO, aIMHHHCTPATUBHYIO, IPXKAaHCKO— IPABOBYIO HIIM YTOJIOBHYIO OTBETCTBCHHOCTD B
COOTBETCTBHH C (heIepaIbHBIM 3aKOHOIATCIBCTBOM.

1.11. TIpr HeOOXOMMMOCTH [UIs OKa3aHHs yCIyr B OOJacTH aTTecTaluu MC MOXHO NpHBJIEKATb
CICIUANTH3HPOBAHHbIE OPraHU3aL{HU, UMEIOIIHE JUIEH3UIO Ha 3TOT BUJ ACATEIbHOCTH.

1.12. T0JI0KEHHE MOKET YTOUHATLCS U KOPPEKTHPOBATLCS IO Mepe HEOOXOAMMOCTH.

2. OxpansieMble CBeJIeHUs H AaKTyaJIbHbI¢ YI'PO3bI

2.1. Oxpansiembie ceienus - uadopmanus, obpabareiBaemast B UC cTpyKTYpHBIX MOAPA3/IEICHUSIX
I1Ikonst B coorBeTcTBHH ¢ «Ilepeunem cBenenuil KOH(UIEHIMATLHOrO XapakTepa B 11Ikosey, a TaKKe
TIpe/ICTaBIeHHas B BUJe HocuTeNeil Ha OyMaXHOW, MarHUTHOM U HHOM OCHOBC.
2.2. OOBEKTHI 3aIUTHI:

e UC pa3nuyHOro Ha3HA4YCHHUs, y4acTBYIOLIHE B o6paborke UH(pOPMALIMU, B COOTBETCTBUHU C

«Ilepeunem uHpOpMAIMOHHBIX cucTeM IIIKOIBIY;

e momemenus, rue yeranosnensl UC wii xpauutest mHGopmarus Ha 6yMaxHbIX HOCHTEIISX.
2.3. AKTyabHbIE yIpo3bl 6€30ITaCHOCTH O0OBEKTOB 3aIHTHL.
B COOTBETCTBMM C MOACIAMH yrpo3 Oe3omacHocTH mepcoHambblX mamnpix B MCIIE,
paspaGoTannbiMH ¥ yTBepxKAEHHEIME B [llkone, aKkTyaJbHBIMH SBISIOTCS TOJIBKO Yrpo3bl
HecaHkuonuposanunoro gocryna (nanee - HCJ) k mHQOpMalMOHHBIM pecypcam HUC ¢ uensro
TIOJIYYEHHUS, pa3pyIICHHUsI, NCKaKEHUs ¥ OJIOKMPOBAHUs HHPOPMALIHH.
IMpumMeneHre CpesCTB TEXHUUYECKOH pa3sBeJIKH JUIS NepexBaTa uadopmanuu, nupkynupyomei B NC
[1IxoJipl MAJIOBEPOATHO C YYETOM €€ XapaKTepa.



OcHOBHOE BHUMaHHE HOJKHO OBITH YZACIEHO 3aIUTe UH(POPMALMK, B OTHOLICHUH KOTOPOW YIPO3BI
Ge3onacHocTH peanu3syroTcs 03 NPHMEHEHHS CJI0KHBIX TeXHHYIECKHX CPEICTB:
® oOpabareBaemoii 8 IC or HCJ] napymmureneii u HENPETHAMCPCHHBIX ACHCTBHH COTPYIHHKOB
[Ixomsr;
®  BBIBOJMMOM Ha DKPAHBI MOHHTOPOB KOMITLIOTEPOB;
® XpaHSUIEHCs Ha HPU3UYECKUX HOCHUTESX,
* mupKyaupyrommed B JIBC npy HecaHKIIMOHUPOBAHHOM TOAKTIOUEHHH K JAHHOM CETH.

3. OpFaHI/Ba[ll/lOHHble H TEXHHYCCKHE MEPONPHATHSA 110 3aIUTE l/lH(l)OpMallI/Il/l

3.1. 3ambICIOM JOCTHIKCHMS LieJIeH 3aIMThl MHGOPMAIUH OT HCJI sBisiercst obecrnieuenue 3aiuTh
MHDOpMAlMK TyTeM BEHIIONHEHHS TpeGoBanuii Ilomoxenus o Mmeromax H crocobax 3aIUTHI
HHQOpMAIMY B HH(POPMALMOHHBIX CHCTEMAax [ICPCOHATIBHBIX JAHHBIX, YTBEPKIAEHHOTO MPHKA30M
OCTOK Poccuu ot 05.02.2010 Nos8.
3.2. Ilenpbto TexHuueckodl 3ammThl nHGOpMarmu B lllkome sBisercs npenorBpamenue HCJ[ x
uHpopmaruun mpu eé obpabotke B MC, cssammble ¢ JeHCTBUSME HapyIIUTENeH, BKIIIOYAs
none3oBatenen UC, peamusyromux yrpossl HemocpenctsenHo B MC, a Taxoke HapyLIUTENICH, He
umeromux goctyn K MC, peanusyromux yrposbl W3 CeTeil MeXTyHapoIHOro MH()OPMAITHOHHOTO
OOMeHa C EJIBbIO €€ Pa3pyLIeHHs, HCKAKEHHNS, YHHYITOKEHHS, OJIOKUPOBKM M HECAHKIIMOHUPOBAHHOT'O
KONMUPOBAHHSI.
3.3. LlenssMi OpraHU3aMHOHHBIX MEPOTIPUSITHIL 110 3amUTe undopmanuu B [lkone asisores:
® HCKIIOYCHUE HCIPCAHAMEPEHHBIX JIEMCTBHH COTPYIHUKOB IIIKONBI, mpuBOAsSIIHX K yTeuke,
HCK&)XEHHUIO, Pa3pyLICHUIO HH(POPMALIMK, B TOM YHCIIe OIMOKY sKcrutyatamun AC;
¢ CBCACHHC K MHHHMYMY BO3MOXHOCTH HapyLIECHUs IOJUTAK OE30IaCHOCTH ¢ TIOMOIILIO JTEOOBIX
CPCICTB, HE CBA3AHHBIX HENOCPEACTBCHHO C Hcnonb3oBaHHeM AC ((pu3HYEcKHil BBIHOC
HH(POPMALKHU Ha IEKTPOHHOM HOCHUTENE).
3.4. Tupexrop IIKo/IbI CAMOCTOSTEIHLHO ONpENENSET COCTaB H nepevyeHb Mep, HEOOXOIUMBIX H
JIOCTATOYHBIX Ui 00eCTIeueH s BBIIOJIHEHHs 00A3aHHOCTEH, OPeAyCMOTPEHHBIX 1I.1.1. HacTOSIIETO
[TonoxeHwus.
K TakuM Mepam MOT'YT, B YaCTHOCTH, OTHOCHUTBCSL:
® Ha3HAYCHHE OTBCTCTBEHHOI'O 3a OPraHU3AIMUIO 3aIUTH HHOOPMAIIUY;
¢ H3MaHUC KOMILUICKTA JOKYMCHTOB, OIPE/ICIIONMX HOJUTUKY B OTHOLICHHH 06paGoTku I1]In B
Illkome, a TaKKe JOKANbHBIE AKTHI, YCTAHABJIMBAIOLIHX IpOUEAypbl, HAlpaBJICHHBIC Ha
IPENOTBPAIICHAE U BBISBJICHHE HAPYIICHUH 3aKoHonaTenbeTBa Poceniickoi Deneparnun
® wucnoab3osanue A samuthl IC or HCJ] BCTPOCHHBIX CpENCTB 3aLUTHI OIlEpallMOHHOM
cucrembl «Windows XP Pro» / Windows 7 Pro ycraHOBIeHHOH Ha KOMIIBIOTEPE B
COOTBETCTBUM ¢ «PyKkoBoACTBOM IO Ge301aCHOI HACTPOIKEN;
¢ HCIOJb30BAHME IPOrPAMMHBIX /TEXHUYECKHX CPE/CTB, CEPTUMUIMPOBAHHBIX IO TpeOOBaHHSIM
Oe3onacHoCTH MH(BOPMAILMH, JUIS KOMIBIOTEPOB ¢ YCTAHOBIEHHOIN OTIepAIlHOHHOM CHCTEMO
oran4Hor oT «Windows XP Pro» / Windows 7 Pro miM MOOKTIOYEHHBIX K CETSM CBS3H
obrero no/p30BaHMs U (WJIH) MEKIYHAPOAHOTO MH(POPMALMOHHOTO OOMEHA;
® HCIIOJIb30BaHHWE CPE/ICTB AHTHBUPYCHOM 3aII[HTHI;
¢ [peroTBpaiieHre opranusaunorHbiMu Mepamu HCJL k oOpabateiaemoit nadopmariu;
¢ OpraHu3alys Npornecca pe3epBHOro KOMMPOBAHHs M apXUBHPOBAHHS KAK HEOTHEMJIEMON YaCTH
IOJTUTHKH 3alIUTbI I/IH(bOpMaLlI/II/l;
¢ OCYUICCTBICHHC y4e€Ta MAIIMHHBIX HOCUTENeH MHPOPMAMH W MX XPaHEHHE B HAJICKHO
3aIlTUpPaACMBIX U OIleyaThIBaAeMBIX HIKa(i)aX;
® crporoe coOmonenue cotpynuukamu [llxonmer «Uucrpykiuu mo pabore mosb30BaTeNCH
MH()OPMALMOHHOM CHCTEMBD.
3.5. loxyMeHTanbsHOE 0GOpMIIEHHE MepOIpHATHE 110 3aIuTe 0OBbeKTa uHGOpPMATU3aUU BKIIIOYAET:
® npHKa3 00 opraHu3anuy paboT M0 3aLUTe HH(BOPMALUK OTPaHHYEHHOTO JOCTyIa,



e akrsl Kinaccupukanuu MC,

[ONOKEHAE O TOPSAJAKE OpraHH3alkMM U IpOBeAeHHMs PaGoT MO 3aumuTe WHpOpMAIHH
orpanuyerHoro pocryna B Illkose;

TEXHHYECKHUE MacropTa;

IpHKa3 0 BBOJIE B IKCILIyaTalluio;

MHCTPYKIMH OTBETCTBEHHOTO H 110 pabore nonbsosarenci UC;

ypHAI yuéTa naposieit nosip3oparecii s paboTsl B nc;

KypHAJI y4€Ta MALIMHHBIX HOCHTE el nHpopManuy;

«ATTECTaT COOTBETCTBHs TPeOOBAHHUSAM O€30IACHOCTH» WX JCKIApaluio 0 COOTBETCTBHM
TpeboBanusaM HE30TTIACHOCTH.

4. Beoa B KCILIyaTalMI0 HHPOPMAIHMOHHBIX CHCTEM

4.1. Heob6X0IuMBIM YCIOBHMEM JUIS BBOJA B DKCIUIyaTalMi0 HH()OPMAIMOHHBIX CHCTEM [IxoJ1bI
gBIseTcs MX cooTBercTBHE TpeOoBaHusM DenepallbHOro 3aKoHa Poccuiickoit ®Pepepanuu ot
27.07.2006 Ne 152 «O mepcoHaIbHBIX JlaHHbIx», nocraHosnenus [Ipasntenscrsa Poccuiickoi
denepauuu ot 17.11.2007 r. Ne 781 «O6 obecrieuenun 6e30macHOCTH NEPCOHANBHBIX IAHHBIX IPH MX
06paboTke B HHPOPMAIOHHBIX CHCTEMAX [EPCOHATBHBIX JAHHBIX) U HOPMATHBHO-METOIMYECKON
noxymentauu ®CTIK Pocenu no GesomacHocTH HHOPMALIHH.
4.2 lupexrop LIIKosb! caMOCTOATEILHO IPUHAMACT PEIICHHUE 10 OpraHu3aluy paboT 10 MOCTPOCHHUIO
cucreM 3ammthl UC WM ¢ TIPHBIEUEHHEM CTOPOHHEH opraHmsanuy, uMerowe suuensuo @CTOK
Poccud Ha MPOBENCHMS TAKMX pa0oT, WM CHJIAMH Camoro 00pa3oBaTeNbHOrO yYPEeM/ICHHsS MPH
yenosuu Knaccuduxauun UCIIJIn no 3 naccy.
4.3. B cnyyae MpHUBJIEUCHHsI CTOPOHHEH OpraHM3alliy OHa IPOBOJUT aTTECTAMOHHEIC HCIIBITAHUA UC
B COOTBETCTBHH ¢ IIPOrPaMMOM HCHBITaHuil, cornacopanHol co IlIkosoi. VicmbiTaH!s 3aBEPIIAIOTCS
BbIauel «Arrectara coorercTus MC TpeGoBanusiM 6e30MacHOCTH HHPOPMALIHID).
4.4. B ciayyae npoBeicHHA pabOT IO MOCTPOCHHIO CHCTCMBI 3AIIHUTHI NUC cumamu camoro
00pa3oBaTebHOrO  YUPEKIECHHs OLEHKA [OJYYEHHOTO pe3yibTara IPOBOAUTCA B dopme
JeKJIAPUPOBAHUS.
4.5. Jlns pexnapupopanus coorsercrus MIC TpeGopammsm m. 3.1 KOMMCCHEH, yTBEp KJIEHHOM
ITpUKAa30M JUPEKTOpa HJKOJH)I, NoAroTaBJINBAIOTCA U HpC}ICTaBHHIOTCH Ha CHCTCMY:
e  aKT KJIacCU(pUKAIMH;
® TEXHHUYCCKUH MacmopT;
e  OPraHM3AIMOHHO-PACTIOPSIUTENbHAS JOKYMEHTALUS Pa3peliuTeIbHOR CHCTEMBI JI0CTYIa
repcoHaa K 3aliiaeMbIM pecypcam;
® MOJCJIb YI'PO3 0€e30MaCHOCTH NEepCOHAIIBHBIX JaHHBIX,
e cepru(HKATHI CPEJCTB 3AlIMTHl MH(OPMAIUHK, HCIONB3YEMbIE NPH MOCTPOCHAH CHCTEMBI
3aIUTHI;
MHCTPYKIIMS [0 paboTe MOJIb30BaTENEH;
MHCTPYKIIMS OTBETCTBEHHOI'O 32 3aIUTY MH(POPMALIKH.
4.6. TIpn ucnonbzosanuu st 3amuTel UC o1 HCJI BCTpOECHHBIX CPEACTB 3aIMTHI ONEPANHOHHBIX
cucrem «Windows XP Proy» / Windows 7 Pro ux macrpoiika mpooautcst cunamu IIkomsL.
4.7. Konrponb 3¢¢pexruBHocTr C3M 0CYIIECTBISETCS IPEACTABUTEAMH OTACIA MOOHITH3AIHOHHON
MOJArOTOBKM ¥ 3aiuthl MHGOpMAMu MunucrepcTBa 00pa3oBaHus MOCKOBCKOH o6nacta ¢
oopMIIeHHEM aKTa Ha BbinoHeHue Tpebopanmit MC mo 3amure HHOOPMAIHH.
4.8. B cnyuae monoxutenbHBIX pesyisraro uenpitanuit C3U mupextop ILkomsl AekiIapupyer
cootBetcTRue VIC TpeGoBanusiM 0€30MacHOCTU HHPOPMALHH.
4.9. Tlo pe3yiapraraM [JCKJIApUPOBAHHsS COOTBCTCTBUA OTBETCTBECHHDBIM paspabaTbBaroTCA U
noBoaATes 10 cotpymumkos Illkons noa pocrmes «Mucrpyxmus no pabore monmssosaresnedt UCITay»
¥ PEKOMEH/IAIMH O TOPSIKE BLIIOTHEHHS] MEPOTIPUSTHI 110 3aliTe HHHOPMALIUH.



5. OcobeHHOCTH 00pa00TKH HHPOPMALIHH, cojepsKanieil nepcoHaibHbIe IaHHbIE

5.1. Bee IIJTn cy6nexra [lIkombl cieyeT mojydars y HEro caMoro. Ecmu I1JIH BO3MOXHO IIOJYy4HTb
TOJIBKO Y TPETbeH CTOPOHBI, TO CYOBEKT [1J1# 10/DKeH ObITh YBEIOMJIEH 00 9TOM 3apaHee U OT HEro
JOJIDKHO OBITH IMOJIYy4YCHO MUCbMEHHOE COTrJIaCHue.

JIOJKHOCTHOE JIMLO  IIKOJIBI  JIOJDKHO coobumTh cyowekry IIJIH o wmensx, HPEAnosaracMbIx
HCTOYHHKAX ¥ crocobax momydenus [1JIH, a Takke O XapakTepe MOICKAIIMX IOJTY4CHHIO [1In u
[IOCNIEICTBHAX OTKA3a AaTh MUCEMEHHOE COTrIacue Ha UX HOJIyHCHHC.

57. Illkona He MMeeT IpaBa Mojydarh ¥ oOpabaTsBaTh NAHHbIC cy6nexta [1JlH 0 ero pacoBOH,
HAMOHAJIBHON IPUHAUICKHOCTH, [OJHUTHIECKUX  B3IVIANAX, pPENUTHO3HBIX WU ¢dmnocopckux
YOEKICHUAX, COCTOSIHHHM 3J0pOBbs, YaCTHOM JKM3HU. B clilydasix, HEIOCPEACTBEHHO CBj3aHHBIX C
BONPOCAMH TPYIOBBIX OTHOIICHUH, B COOTBETCTBUH CO CT. 24 Koucturyuun Poccuiickoit ®enepanun
paboTonaTeNb BIPaBe IUCbMCHHOrO COrIachs.

5.3. Cy6wekt [1JIH caMOCTOATENBHO NMPHHUMACT PELICHUE O npenocrapienud cBoux [IJIH ¥ 1daeT
coracue Ha X 00paboTKy.

O6paboTka yKa3aHHBIX JTaHHBIX BO3MOXKHA Ge3 ero corjacus B COOTBETCTBUH O cT. 6 DenepaabHbIM
3aKOHOM OT 27.07.2006 Ne 152 «O nepcoHalbHbIX TaHHBIX).

5.4. Cornacue na obpaborky [1JIn opopmistercs B TUCEMEHHOM BUJIE.

[MrcpMeHHOE coryiacue Ha 06paboTKy CBOUX NEPCOHANBHBIX TAHHBIX NOJIKHO BIIIOYATD B ceOst:

e (dammwimio, HMH, OTYECTBO, ajpec cyOobekra [1JlH, HOMEp OCHOBHOTO JIOKyMEHTA,
YIOCTOBEPSIOIIETO €ro JIMYHOCTD, CBEACHHsS O Jare BbIIAYH YyKa3aHHOrO JIOKyMEHTa H
BBIJIABIIIEM €I0 OpraHe;

e mpauMeHoBanue (damMunuio, UM, OTUECTBO) M aJipec olepaTopa, IOJIy4aroLIEro corjacue
cyonexra [T/1H;

e 11eab o0padotku [1]1H;

o nepeyenb [1/]H, Ha 00pabOTKY KOTOPBIX JACTCA COTIACHE cyObeKTa MepcOHATBHBIX TAHHBIX;

e nepedeHp jeicruii ¢ I1JIH, Ha COBEpUICHHE KOTOPBIX JAETCS coryiacue, o0uee ONnucaHue
HCIIOJIB3YEMBIX OIIEPATOPOM COCO00B o6pabdorku [1]1H;

e CpOK, B TEYECHHE KOTOPOTO JACHCTBYET COTTIACHE, a TAKKE MOPSIOoK €ro OT3bIBa.

5.5. Cornacue Ha 06paboTKy [T/IH MOKET ObITH OTO3BAHO cyobexroM IT]IH 110 MHCEMEHHOMY 3ampocy
Ha uMs aupextopa IIKoJbL.

5.6. CyObextnl I1JIH He 0JDKHBI OTKA3BIBATHCS OT CBOMX IpaB Ha COXpaHEHHUE U 3alIUTY TalHBI

5.7. Cy6wext [1/1n rMeeT mpaBo Ha MOJIYYCHUC cliejyromiei HHpOpMalum:

e CBeJECHNS O JIMIAX, KOTOPhIC AMEIOT ZocTyl K 1IJIH MM KOTOPBIM MOXET OBITH TIPEIOCTABIIEH
TaKOM JIOCTYII,
nepedeHb oOpadarbiBacMprx [[J{H 1 HCTOUHUK UX MOTYICHU,

o cpoku oOpaborku [1]1H, B TOM YHCIIE CPOKH HX XPAHCHU,

e CBeJEHHUS O TOM, KaKue FOPUINYECKUE MOCICACTBUSA JUIA cyobekTa I1/JH MOXeT MOBICYb 3a
coboit o6pabotka ero ITJIH.

5.8. CyGbekt I1/ln Bupase TpeboBarh OT oneparopa yroaHEHHs CBOMX [1J1n, ux GJIOKUPOBAHUS WIIA
YHHUYTOXKEHHsI B CiIydae, €CIiu [[Jlz sIBISIOTCS HEMONHBIMHU, YCTapeBUIMMH, HCIOCTOBECPHBIMA,
HE3aKOHHO MOJIY4YCeHHBIMH WUJIN HE ABJISSIOTCS HCOﬁXOJll/IMbIMl/l HJA Sa}IBHCHHOﬁ Jagapest O6p&60TKH.

59. Cpenerms o IIJIH 10JDKHBI ObITb mpepoctapienbl cyObexry I1Jln oneparopom B JOCTYITHOM
dopMe, ¥ B HEX HE JOJDKHBI COAEPIKATELCA HEPCOHATBHBIC IAHHDIC, OTHOCSIIMECS K JIPYTHUM CyObeKTam
[1n.

5.10. Jloctyn x cBoum L1JIH mpelocTaBIsercs cyObexkTy [IJIH MM €ro 3aKOHHOMY IPEACTABHTCIIO
ONepaTopoM Ipd IMONy4eHHH [HCHMEHHOTO  3alpoca cy6wekra [1J[H wmu ero 3aKOHHOTO
npescTauTessi. [IMCBMEHHBIH 3aIPOC JT0JDKCH GBITH apecoBad Ha uMst gupextopa [TIKobL.

5.11. CybGbekr BmpaBe O00XaloBaTh B YIIOJJHOMOYEHHBIH OpraH IO 3alluTe IpaB CyOBEKTOB
nepcoHabHBIX JaHHbX (Ypapnenne OeepalbHoi CIy OBl [0 Haf30py B cpepe CBA3M U MacCOBLIX
KOMMYHUKaui 110 Mockse u MocKkoBeKol o6macTu) Wi B CyJneOHOM TOPSIKE HETPABOMEPHBIC
JCHCTBIA KiIn O€3CHOTBHA JO/DKHOCTHEIX JIUIL [1Ixomner mpu 06pabOTKE U 3aIUTE Er0 I114.



6. O0s13aHHOCTH M NPABA J0KHOCTHBIX JIHIX

6.1. JlupexTop oprauusyer paboTy Mo MOCTPOEHHIO cucTembl 3auThl MC.

B 4gactHOCTH,

1. Ha3HayaeT OTBETCTBEHHOTO 3a OPraHM3alldi0 3allUThl HH(POpMALUHM H3 YHCIA COTPYIHHKOB
[Ixonsr.

2. YTBepXKIaeT COCTaB KOMUCCHH 110 OpraHu3aiuy paboT 110 3auuTe 1HPOPMAlUH.

3. YIBepikaaeT KOMILUIEKT AOKYMEHTOB, OIpeJe/SIOHX NONMTUKY B OTHOLIeHuH 06paboTku II/1H B
YUPEXKIEHUM, a TaKKe JIOKAIBHBIC AaKThl, YCTAHABIMBAIOIIMX IPOIEMYPhHl, HAMpaBIeHHBIC Ha
TpeIOTBpAIeHNe U BHISRIEHHe HAPYIIeHHH 3akoHoIaTelbeTBa Poccuiickoi Deepariuy.

4. YTBEpXKIAeT Mephl M COCTaB cpeacTB C3V, NpeUIoKeHHbIX Ul o0ecneydeHust OezonacHocTH [1/1H
npu ux obpaborke B UCI1/{u. Ilpn 9T0M OLEHHBAET COOTHOLICHHE BPE/A, KOTOPBIH MOXKeT OBITH
npuuuHen cy6obextam [1/{u n npunumaemsix mep 1o 3aumte UCITTn.

6.2. 3amMecTUTEJb JUPEKTOPA 10 0€30I1aCHOCTH:

e cocrasiser [TepedyeHb cBeieHui KOHQUACHIMAIBHOrO Xapakrepa B Illkore;

e KOHTpOJIMpYET paGoTy OTBETCTBEHHOIO IO OpraHH3allM¥ U IMPOBENEHHIO PabOT MO 3aluTe
uHopmanuu B [lxose;

e mpenorspamaer opranusanponnsvu Mepamu HCJI k o6pabatsiBaemoit B IC uHpopmarun;

e KOHTPOIMPYET IOPSAOK MOJATOTOBKH, Y4eTa M XPaHEHUs TOKYMEHTOB KOH(HIEHIHAIbHOTO
Xapakrepa,

e KOHTPOJUPYET IOPAAOK Nepefadd MHPOpMALMU JPYTHM OpraHaM M OpraHu3alUsiM, a TaKKe
MEKAY CTPYKTYPHBIMH ITOApA3CICHHAMH CBOEH Opranu3anuy.

6.3. OTBeTCTBEHHBIH:

e paspabaTbIBaeT OPraHU3AIMOHHO-PACIOPSIMTENLHBIE JIOKYMEHTHI 110 BOIPOCAaM 3alllUThI
uHGopMaIun npu € oopaboTke ¢ nomorubro MC;

® KOHTPOJIMPYET HCIOJHCHHE PHKA30B M PAaCIOPHKCHHH BBINECTOAIIMX OpraHA3alMi II0
BompocaM obecriedeHus: 6e3onacHOCTU HHBOPMAIHH,

e 3maxomuT paGotHuKOB [IIKONBI, HEMOCPENCTBEHHO oOcymlecTRIsIONMX 00paborky I1/1H, ¢
MOJIOKEHUSIMM ~ 3aKOHojaTesbcrBa Poccuiickoir Pepepauuu o I[IJIlH, B TOM 4HCIC
TpeboBaHusAMH K 3amure [1/1H;

e ofccreunBacT 3amuTy HHPOPMALMH, LUPKyJIHpyomedl Ha o0bexkTax uHHOpMaTH3aLMH,
opranuzoBeIBaeT paborel 0o jaexiapuposanuio (artectanmu) MC Ha cooTBeTCTBHE
HOPMATUBHBIM TPeOOBaHUSIM;

e [IPOBOJAMT CHCTEMATHYeCKHil KOHTpoib padorel C3M, mpumensiembix B MC, a Takxe 3a
BBIIOJIHCHHEM KOMIUIEKCA OpPraHM3alMOHHBIX MEPOUPHSATHH 1Mo obecriedeHHIO 6e30MacHOCTH
unpopmanum;

e MPOBOJHMT HHCTPYKTAX MoJb3oBarenei UC,;

e KOHTPOJMpYET BbioJHeHHe anaMuHKHcTpatopom MC  o6s3aHHOCTEH 10 00ECCYCHUIO
dyuxnmonnposanus C3U (HacTpoiika U COIPOBOXKICHUE ITOJCHCTEMbI YIIPABICHUA A0CTYIIOM
[IOJIL30BATENsl K 3allpinaeMbiM uH(pOpManuoHHbIM pecypcam MC, anTuBMpycHas 3aiura,
pe3epBHOE KOMMPOBAHUE JAHHBIX U T.1.);

e KOHTPOIMpPYET HOPSIOK yduéra M XpaHEHWs MAIIMHHBIX HOCUTeNed KOH(MHIEHIHAIbHOH
UHpOpMaIHH;

® MpHCYTCTBYeT (Y4acTBYeT) B paboTaX 10 BHECEHHIO H3MEHEHHH B amIapaTHO-NPOTrPaMMHYIO
koHpurypanuro UC;

e ompeseNgeT MOPSIOK U OCYIIECTRISIET KOHTPOJIL PEMOHTA CPEJICTB BEIYUCIUTEHHOM TEXHUKY,
Bxoaamux B cocras MC;

e [IpUHMMAET MeEphl 10 OIEPATHBHOMY M3MEHEHHIO IapOJICH MpH YBOJBHCHHH HIIH
HepeMEIIEHUH COTPYIHUKOB, nMeBIINX jJonyck k UC;



e TpeOyeT OT pPYKOBOJMTENCH MPOBEPSEMBIX IIOAPA3/ICICHANA YCTPAHEHHS BBIABIECHHbIX
HapyIICHHH M HEJIOCTaTKOB, JaBaTh O0s3aTesIbHbIC JJISI HCIIOJHEHHS yKa3aHHA MO BOIpPOCaM
obecrieueHus MOJI0KEHUH MHCTPYKIIHIA 10 3aIUTe HH(POPMALIHH;

e Tpedyer OT pabOTHUKOB TPEJCTABIEHUS MUCHMEHHBIX OOBSICHEHHH MO (hakTaM HapyIIEHHs
pexHMa KOH(PHICHIUAIDHOCTH;

e 00 uMEHOLMXCA HEAOCTaTKaX M BbIABJICHHBIX HAPYLICHHAX TpeOOBaHHH HOPMATHUBHBIX H
PYKOBOASIIUX JOKYMEHTOB IO 3alIUTe HH(YOPMALUH, a TAKXKE B CIIydae BBUIBICHHUS MOIBITOK
HCJl x undopManuu WM MONBITOK XHUINEHHS, KOMMPOBAHUS, H3MEHEHHS HE3aMEIIUTENILHO
IIPUHAMAET MEPbI IPECCUYCHHS ¥ TOKIaapiBaeT TupekTopy LIKosr;

® B YCTaHOBJIECHHBIE CPOKM IOJrOTaBIMBACT HEOOXOJMMYIO OTYETHYIO JOKYMEHTAIMIO O
COCTOSIHUH paboT 10 3anuTe HHHOPMAIUH.

6.4. PykoBoauTe M CTPYKTYPHBIX IO/APa3/ieJeHUi (3aMeCTUTEH JUPEKTOPA
no YBP, raaBupli Oyxraarep, pyKoBoAHTe/JH METOIHYECKHX 00beJUHEHHUI):

® JIMYHO OTBEYAIOT 3a 3aIUTy WH(OpPMAIMM B CTPYKTYPHBIX IMOJpA3[elCHHsX, COXPAHHOCTh
MAIIMHHBIX ¥ MHBIX HOCUTEJIEH MH(POPMAIUH;

® OpraHu3ylOT BBINOJHEHHE MEPONPHUSITHA MO 3amuTe MHGOPMAIMU IPU HCIOJB30BAHUH
TEXHHYECKUX CPEJICTB;

® YUYACTBYIOT B OIpeAesIeHHH MECT YCTAHOBKH W KoiuuectBa APM, Heo6XxomuMmbIx mis
00paboTtku uHpOpMaIKHK, a TaKxKe moJib3oBareeii >Tux UC;

® YyYaCTBYIOT B ONPEJCIECHMH IIPaBMI pa3rpaHMyeHHs Joctyna K uHpopManmu B HC,
HCII0JIb3YCMBIX B [xosne.

7. IlnanupoBanne pador no 3amuTre HHGoOpMaHH

7.1. Ilnanuposanue paboT 110 3aliUTe HHPOPMALMH IIPOBOAUTCS HAa OCHOBAHHH:
® PEKOMEHJAIUI aKTOB IIPOBEPOK KOHTPOJIBHBIMH OpraHaAMU;
e Pe3yNLTATOB AHATH3A NESITLHOCTH B 00JIACTH 3alUTEHl HHGOPMAIUH;
e pexomeHmanui u ykazanuii PockomuHamzopa u OCTOK Poccum; pemenuii MOCKOBCKOM
001acTHOHM KOMHCCHH 110 HH(POPMALMOHHOH O€3011aCHOCTH.
7.2. Jlnsa mMOArOTOBKH H pealM3allid OPraHH3alHOHHBIX W TCXHHYCCKHX MCPOIPHUATHH IO 3aIIUTE
HH(pOPMALMK 0TBETCTBEHHbIH COCTaBJIACTCA FOI0BOM IUIaH paboT MO 3aIquTe HHYOPMALIHH.
7.3. KOHTpOJIb BBIIIOJIHEHUS T'0/I0BOIO IJIaHA BO3jaraercsi Ha aupektopa LKobL.

8. KonTpoasp cocrosinus 3amuarbl uHGOpManuu

8.1. C nenpro cBOEBpEMEHHOro BbIsiBIeHHs M npenorBpamenus HCJ| x uHpopmanuu, XHIEHUs
TEXHHYECKHUX CPEJCTB M HOCUTENeH HHpOpMalyH, NMPEeHOTBPAIICHHsA CICIHAIbHBIX IPOrpaMMHO-
TEXHHYECKHX  BO3JEHCTBUH, BBI3BIBAIOUIMX HAPYUICHHE IEJIOCTHOCTH HWH(DOpPMANUKA MK
pabOTOCIIOCOOHOCT,  CHCTEM  MH(POpPMATH3AIMM, OCYIIECTBISETCS KOHTPOJH COCTOSHHS M
spdextuBHOCTH C3U.

8.2. Kontposp 3akimouaercs B HpOBepKe HO JSHCTBYIOIIMM METOJMKAM BLIIOJHEHHs TpeOGoBaHMH
HOPMATHBHBIX JIOKYMEHTOB II0 3amuTe HHQOpPMALMH, a TaKXKEe B OLCHKC OOOCHOBaHHOCTH H
3 (GEKTHBHOCTH MIPUHATBIX MEP. '

8.3. IloBcenHEBHBIH KOHTPOJIb BBIMOJHEHUS OPraHW3AllMOHHBIX MEPONPHUSTHH, HaNpaBICHHBIX Ha
obecrnieyeHue 3alUTHl UHYOPMALUM, MPOBOJUTCS PYKOBOAUTENSIMH CTPYKTYPHBIX MOApPA3AeICHHI
HIxorbr.

8.4. Ilepuopmueckuit KOHTPOJb 3a 3p@dekTuBHOCThIO C3W oCylecTBiIsSeT OTBETCTBEHHBIM H
LPEACTABUTENIM OTAea MOOMIM3allMOHHOH NOATOTOBKM M 3amiuThl HHpopMauuun MHHHCTEPCTBA
oOpasoBanuss MockoBckoH 007acTH  Ha OCHOBAaHHHM IIpHKa3a MHHHCTEpCcTBa 00Opa3oBaHHA
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8.5. IlnaHOBBIE W BHEIUIAHOBBIC ITPOBEPKM 32 COOTBETCTBHEM OOPAOOTKHM IEPCOHAIBHBIX JAHHBIX
TpeOOBAHUAM  3aKOHOATENIHCTBA MOTYT ~ OCYINECTBIATHCS — TePPHTOPHATBHEIMH  OpraHaMH
Oenepanbaoit  ciyxObl 110 HaJ30py B cdepe CBI3M W MAaCCOBBIX KOMMYHHKallMH (manee -
Pockomuansop).

Jlomyck  mpencrasuTeneii  HrHx OPraHoB  JUIs INpPOBEJCHHS KOHTPOJS OCYIIECTBISETCS B
YCTaHOBJICHHOM IIOPSKE 110 IPCABABICHAIO CI1y)KEOHBIX yJOCTOBEpeHHH M NpeNIucaHuii Ha IIPaBo
IIPOBEPKH, NOAIUCAHHBIX PYKOBOIUTEICM (3aMeCTUTENIEM) COOTBETCTBYIOLIETO oprasa.

8.6. OTBercTBeHHLI 00s3aH IPHCYTCTBOBATL NpPHM BCEX MPOBEPKaX 10 BONPOCAM 3AIIHUTHI
HHpOopMaImy.

8.7. PesynbTatsl mpoBepok OTpaXkaroTcsi B AKTaX MPOBEPOK.

8.8. Ilo pesynpraTam IIPOBEPOK  KOHTPOJIMPYIOIIMMHU OpraHaMHM OTBETCTBEHHEIH C [IPHBJICYEHUEM
SAUHTEPECOBAHHBIX JODKHOCTHBIX JIAI B JACCATHAHEBHBIA CPOK pa3pabaTkiBaeT ITaH ycTpaHeHHs
BBISBJIEHHBIX HEIOCTATKOB.

8.9. 3ammra mHpoOpManmM cumTaeTcs s} dexTuBHON, ecnmu mpuHEMaembie MEphbl COOTBETCTBYIOT
YCTAQHOBJICHHBIM TPEOOBAHHUSAM U HOPMAM.

HecoorserctBue Mep ycranosienubm TPEOOBAHMAM I HOPMAM 110 3aIIUTe HHMOPMAITHH SBIseTCS
HapyIICHUEM.

8.10 Ilpu oGHapyxeHun HapylieHuii AupekTop IIIKoyisl mpUHUMaeT Heo6XOmUMBbIe Mephl IO HX
YCTPAaHCHHIO B CpOKM, COINIACOBAHHBIE C OPTaHOM WM JOKHOCTHBIM JIMIIOM, TPOBOAMBIINM

IIPOBEPKY.



